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Abstract 

Adversarial training is often used to improve the robustness of visual 

models. However, it may cause unstable gradients, large loss changes, 

and model collapse in complex visual tasks. This study presents a 

stable adversarial training method using dynamic loss weighting, 

spectral normalization, and gradient penalty. The dynamic loss weight 

controls the role of clean and adversarial samples during training. 

Spectral normalization limits model sensitivity, and gradient penalty 

reduces excessive parameter updates. Experiments were conducted on 

CIFAR-10 and an ImageNet subset under FGSM and PGD attacks. The 

perturbation strengths were set to 8/255 and 16/255. Compared with 

standard adversarial training, the proposed method improved robust 

accuracy by 6.5%–11.2%, reduced training loss fluctuation by about 

34%, and improved FID by about 7.8%. These results show that the 

method can make adversarial training more stable while keeping 

useful visual features. This study provides a practical training strategy 

for robust visual learning in safety-related tasks, such as medical 

imaging, autonomous driving, and industrial inspection.. 
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INTRODUCTION 

Deep neural networks have achieved strong performance in visual recognition tasks, but they 

remain sensitive to small adversarial perturbations. These perturbations are usually imperceptible 

to humans, yet they can mislead a model into producing incorrect predictions. This issue is 

particularly important in autonomous driving, medical imaging, industrial inspection, and other 

safety-sensitive scenarios, where prediction errors may lead to serious consequences [1,2]. In 

medical image reconstruction, differences in sampling strategy, reconstruction model design, and 

data conditions can also affect the stability and reliability of visual analysis systems, indicating 

that robustness is a key requirement for practical medical imaging applications [3]. Therefore, 

improving the robustness of deep neural networks against adversarial interference has become an 

important problem in reliable visual intelligence. 

http://www.algointel.org/
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Adversarial training is one of the most widely used methods for improving model robustness. It 

introduces adversarial samples into the training process and encourages the model to learn more 

stable decision boundaries [4,5]. Compared with standard empirical risk minimization, adversarial 

training directly exposes the model to worst-case perturbations within a constrained input space 

[6,7]. This process can improve resistance to common attacks and reduce the model’s dependence 

on non-robust visual features. Recent studies have further improved adversarial training through 

data augmentation, model averaging, synthetic data generation, robust distillation, and feature 

regularization [8,9]. These studies show that adversarial robustness is closely related to attack 

strength, training stability, feature smoothness, data diversity, and the regularity of the learned 

decision surface [10,11]. However, adversarial training still faces several practical limitations. A 

major problem is training instability. FGSM-based adversarial training is computationally 

efficient, but it may suffer from sudden robustness collapse during training [12,13]. PGD-based 

adversarial training is generally more reliable because it uses stronger iterative attacks, but it 

requires higher computational cost and may still experience robust overfitting after learning-rate 

decay [14,15]. Prior studies also indicate that loss fluctuation, sharp loss regions, unstable 

gradients, and large parameter updates can weaken adversarial training and reduce the final robust 

accuracy [16,17]. These problems suggest that improving robustness is not only a matter of 

generating stronger adversarial samples, but also requires better control of the optimization 

process. Model architecture also has a clear influence on adversarial robustness. Residual blocks, 

normalization layers, feature recalibration modules, vision transformers, and vision-language 

models can all affect the model’s response to adversarial perturbations [18,19]. Some architectures 

improve feature representation and gradient flow, while others may increase sensitivity to small 

input changes. Although recent methods have reported promising results, many studies are still 

mainly evaluated on small-scale datasets such as CIFAR-10, CIFAR-100, and Tiny-ImageNet. 

Their effectiveness on larger ImageNet subsets and more complex visual scenes remains 

insufficiently verified. In addition, many papers focus mainly on robust accuracy, but provide 

limited analysis of loss fluctuation, gradient stability, and model collapse during training. Some 

methods also rely on extra data, heavy augmentation, or costly adversarial example generation, 

which limits their practical use in resource-constrained settings [20,21]. To address these gaps, 

this study proposes a stabilization method for adversarial training in complex visual recognition 

tasks. The proposed method combines dynamic loss weighting, spectral normalization, and 

gradient penalty within a unified training framework. The adaptive loss weight adjusts the relative 

contribution of clean and adversarial samples during training, so that the model can maintain 

standard accuracy while improving robustness. Spectral normalization is used to control the 

sensitivity of network layers and reduce unstable feature amplification. Gradient penalty further 

constrains excessive parameter updates and helps smooth the optimization process. Experiments 

are conducted on CIFAR-10 and an ImageNet subset under FGSM and PGD attacks, with 

perturbation strengths of 8/255 and 16/255. Robust accuracy, loss fluctuation, and FID are used to 

evaluate both adversarial resistance and training stability. The purpose of this study is to reduce 

robustness collapse, improve optimization stability, and enhance the practical reliability of 

adversarial training. Its significance lies in providing a lightweight and stable robustness-

improvement strategy that does not depend heavily on extra data or overly expensive attack 

generation, making it more suitable for safety-sensitive visual applications where model stability 

and prediction reliability are both required. 

 



 

90 

 

ALGORITHMS AND INTELLIGENCE 

2.Materials and Methods 

2.1 Samples and Study Objects 

Two image datasets were used in this study. CIFAR-10 was used as the basic dataset. It contains 

60,000 color images from 10 classes, including 50,000 training images and 10,000 test images. An 

ImageNet subset was used to test the method in a more complex setting. This subset included 100 

object classes, 120,000 training images, and 5,000 validation images. CIFAR-10 images were kept 

at 32 × 32 pixels. ImageNet-subset images were resized to 224 × 224 pixels. The study object was 

a convolutional visual model trained with adversarial samples. The experiment mainly examined 

whether dynamic loss weighting, spectral normalization, and gradient penalty could improve 

training stability under FGSM and PGD attacks. 

2.2 Experimental Design and Control Settings 

Four groups were designed for comparison. The baseline group used standard adversarial training 

without extra stability control. The second group used adversarial training with spectral 

normalization. The third group used adversarial training with gradient penalty. The proposed group 

used dynamic loss weighting, spectral normalization, and gradient penalty together. This setting 

was used to test the separate and combined effects of each module. FGSM and PGD were used to 

generate adversarial samples. The perturbation strengths were set to 8/255 and 16/255. All groups 

used the same network structure, optimizer, batch size, training epochs, and learning-rate schedule. 

Clean images and adversarial images were both used during training. This setting allowed a fair 

comparison between clean accuracy and robust accuracy 

2.3 Measurement Methods and Quality Control 

Model performance was measured by clean accuracy, robust accuracy, training loss fluctuation, 

gradient norm, and FID. Clean accuracy was calculated with original test images. Robust accuracy 

was calculated with adversarial test images generated by FGSM and PGD. Training stability was 

measured by recording loss values and gradient norms at each epoch. FID was used to measure 

changes in visual feature quality. For quality control, the training, validation, and test sets were 

fixed before the experiment. Test images were not used during training. Each experiment was 

repeated three times with different random seeds. The mean and standard deviation were reported. 

Attack settings, input normalization, data augmentation, and model initialization were kept the 

same across all groups. 

2.4 Data Processing and Model Formulas 

All images were normalized by channel mean and standard deviation. Random cropping and 

horizontal flipping were used only during training. Each training batch contained clean images and 

their adversarial versions. The total loss included clean loss, adversarial loss, and gradient penalty: 

Ltotal=αtLclean+(1-αt)Ladv+λLgp 

where Lclean is the loss from clean images, Ladv is the loss from adversarial images, Lgp is the 

gradient penalty, λ is the penalty weight, and αt is the dynamic weight at epoch ttt. Robust accuracy 

was calculated as: 

RA=
Ncorrect

adv

Ntotal

×100% 

where Ncorrect
adv  is the number of correctly classified adversarial images, and Ntotal is the total number 

of test images. Loss fluctuation was calculated as the standard deviation of training loss across 

epochs. 

2.5 Statistical Analysis and Model Evaluation 

All results were reported as mean ± standard deviation from three runs. The proposed method was 

compared with the baseline and ablation groups. The comparison included clean accuracy, robust 

accuracy, loss fluctuation, gradient norm, and FID. The final model was selected based on 
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validation robust accuracy instead of training accuracy. Training curves were also checked to 

identify loss spikes, gradient explosion, and robustness collapse. A model was considered more 

stable when it showed higher robust accuracy, lower loss fluctuation, smaller gradient-norm 

variation, and no clear collapse in the late training stage. 

3.Results and Discussion 

3.1 Robust Accuracy Under FGSM and PGD Attacks 

The proposed method improved robust accuracy under both FGSM and PGD attacks. Compared 

with standard adversarial training, robust accuracy increased by 6.5%–11.2% on CIFAR-10 and 

the ImageNet subset. The improvement was larger when the perturbation strength was 16/255. 

This result shows that the method worked better under stronger attacks. The baseline model kept 

good clean accuracy, but its robust accuracy dropped clearly under PGD. This drop was stronger 

on the ImageNet subset. This finding is consistent with previous studies. Weakly controlled 

adversarial training can perform well under simple attacks but may fail under stronger multi-step 

attacks [22,23]. The proposed method reduced the gap between FGSM and PGD results. This 

means that the model did not only learn patterns from one attack type. Gao, G. et al. (2026) also 

reported that FGSM-based training may show sudden robustness collapse when the decision 

boundary becomes unstable. Our results show that dynamic loss weighting and gradient control 

can reduce this problem in complex visual tasks. Fig. 1 shows the robust accuracy comparison. 

 
Fig. 1. Robust accuracy of each training method under FGSM and PGD attacks on CIFAR-10 and the ImageNet 

subset. 

 

3.2 Training Stability and Loss Change 

The proposed method made the training process more stable. Loss fluctuation decreased by about 

34% compared with the baseline. This result shows that the model update became smoother after 

using dynamic loss weighting, spectral normalization, and gradient penalty [24,25]. In the baseline 

group, the loss curve showed clear spikes after adversarial samples were added. These spikes were 

related to large gradient changes and unstable responses to perturbed images. Spectral 

normalization reduced part of the fluctuation, but the effect was limited when it was used alone. 

Gradient penalty gave better control of sharp updates, but it could not fully balance clean loss and 

adversarial loss. The complete method showed the most stable curve because it controlled both 

loss weight and update size. This finding agrees with Wang, Y. et al. (2026), who linked sudden 

gradient changes with catastrophic overfitting in fast adversarial training. Fig. 2 shows an example 

of this instability. 
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Fig. 2. Training loss changes of each adversarial training method during different epochs. 

 

3.3 Role of Each Stability Module 

The ablation results showed that each module had a different role. Spectral normalization mainly 

reduced model sensitivity by limiting layer weight scale. It improved PGD robustness, but it had 

a smaller effect on loss fluctuation. Gradient penalty had a stronger effect on training smoothness 

because it limited sharp changes in the loss surface. However, when gradient penalty was used 

alone, the model still had difficulty keeping a good balance between clean accuracy and robust 

accuracy. Dynamic loss weighting helped solve this problem. It reduced the effect of adversarial 

loss in the early stage and increased it after the model became stable. The complete method 

achieved the best overall result. Compared with methods that depend on extra data, heavy 

augmentation, or longer adversarial training, this method improved robustness by making the 

training process more stable [26,27]. This design is more practical for complex visual tasks with 

limited data or computing resources. 

3.4 Visual Feature Quality and Generalization 

The FID improved by about 7.8%, which shows that the proposed method did not weaken the 

learned visual features. This point is important because adversarial training often improves 

robustness but reduces clean accuracy or feature quality. On CIFAR-10, the proposed method kept 
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clean accuracy close to the baseline and improved robust accuracy. On the ImageNet subset, clean 

accuracy decreased slightly, but robust accuracy improved more clearly. This trade-off is 

acceptable because the ImageNet subset has more class variation and background noise. Many 

previous studies mainly report final classification accuracy. In contrast, this study also examined 

loss fluctuation, gradient change, and FID. These indicators give a clearer view of training 

stability. Overall, the results show that adversarial robustness should not be judged only by final 

accuracy [28]. A stable method should also reduce loss oscillation, control gradient changes, and 

keep useful visual features during training. 

4.Conclusion 

This study developed a stable adversarial training method for complex visual tasks. The method 

uses dynamic loss weighting, spectral normalization, and gradient penalty to control model updates 

during training. The results showed that the method improved robust accuracy under FGSM and 

PGD attacks, reduced loss fluctuation, and decreased the risk of model collapse. Compared with 

standard adversarial training, the proposed method gave a smoother training process and kept 

useful visual features. Its main contribution is that it improves robustness by stabilizing training, 

rather than only increasing attack strength or using more data. This method has potential value in 

medical imaging, autonomous driving, industrial inspection, and intelligent monitoring, where 

stable prediction is important. However, this study still has limitations. The experiments were 

mainly based on CIFAR-10 and an ImageNet subset. More tests are needed on larger datasets and 

other visual tasks, such as object detection and semantic segmentation. Future work should also 

test the method with different model structures, attack types, and real-world visual scenes. 
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