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Abstract Keywords

Embedded Linux platforms used in augmented reality and wearable embedded Linux;
devices require persistent system observability for failure diagnosis | system observability,
and reliability monitoring. However, continuous logging can introduce persistent logging;

significant memory overhead and storage wear in resource- | resource constrained
constrained environments. This study investigates persistent systems; reliability
observability mechanisms under memory and storage constraints in monitoring

embedded Linux systems. A lightweight observability architecture is
proposed that combines severity-aware log buffering, adaptive
persistence scheduling, and memory-efficient event summarization.
The framework was implemented at both kernel and user-space levels
and evaluated on an ARM-based embedded Linux platform running XR
workloads. Experiments were conducted over 120 hours of system
operation, generating approximately 28 million runtime log entries
under mixed workloads including sensor processing, rendering tasks,
and network communication. Compared with conventional persistent
logging approaches, the proposed method reduces storage write
volume by 36.8%, lowers memory overhead by 29.4%, and maintains
97.2% retention of critical diagnostic events during simulated crash
scenarios. In stress-testing experiments involving 520 injected failure
events, the architecture maintained reliable observability while
reducing I/O latency by 22%. These results indicate that adaptive
persistence strategies can significantly improve observability
efficiency in embedded Linux platforms..

INTRODUCTION

Embedded Linux platforms are widely used in augmented reality (AR) systems, wearable devices,
smart terminals, industrial controllers, and edge-side sensing equipment. These platforms usually
operate under strict constraints in memory, storage, computing capacity, and power supply. At the
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same time, they must support mixed workloads involving sensing, rendering, communication, user
interaction, background services, and device-level control. In real deployment environments,
system faults are often intermittent, context-dependent, and difficult to reproduce after they occur.
Persistent observability therefore plays an important role in fault diagnosis, reliability evaluation,
runtime maintenance, and post-event analysis [1,2]. In wearable-device environments, cross-
platform fault reporting has also been studied as an important mechanism for collecting and
organizing fault information across heterogeneous devices and operating conditions [3]. This
indicates that reliable logging support should not only record isolated runtime messages, but also
preserve key diagnostic information in a way that remains usable across devices, platforms, and
long-term operating scenarios [4,5]. Existing studies have explored kernel-level tracing, user-space
logging, system monitoring, and runtime event collection to improve the visibility of embedded
Linux platforms [6,7]. These methods provide useful information about process behavior, kernel
events, I/O activities, memory usage, device drivers, and service failures [8]. However, continuous
observability is difficult to maintain in resource-limited systems. Unlike server-side platforms,
embedded Linux devices often have limited flash storage, restricted memory buffers, low-power
processors, and strict thermal or battery constraints [9,10]. When logs are generated continuously,
frequent storage writes may increase I/O pressure, shorten flash lifetime, and interfere with
foreground tasks. Large log buffers may also occupy memory that should be reserved for latency-
sensitive services. As a result, logging itself may become a source of performance degradation and
reliability risk [11,12]. To reduce logging overhead, existing work has introduced compression,
sampling, filtering, and selective persistence strategies [13,14]. These techniques can reduce data
volume and lower storage pressure to some extent. However, many systems still handle logs in a
uniform manner, without fully considering event severity, diagnostic value, runtime context, or
system load. Low-value repetitive logs may consume storage and buffer space, while critical
events may be overwritten or dropped during heavy workloads [15]. This problem is especially
serious in AR and wearable scenarios, where sensing, display, communication, and application
services may generate dense event streams at the same time [16,17]. Under such conditions, a
conventional logging mechanism may preserve large amounts of redundant information but lose
the fault-related records that are most important for later diagnosis. Another limitation is that many
existing methods rely on fixed rules and are evaluated under short or simplified experimental
conditions [18,19]. These settings cannot fully reflect long-term system behavior in real embedded
environments. During prolonged operation, workload intensity, memory pressure, storage
availability, battery status, and event frequency may change continuously. A static logging policy
that works well in a short benchmark may become inefficient or unstable during long-running
operation [20,21]. In addition, current methods often focus on reducing log size, while paying less
attention to whether preserved events can support fault reproduction, root cause analysis, and
reliability evaluation. Therefore, persistent observability should be designed as a balance between
resource control and diagnostic completeness, rather than as a simple data-reduction problem.

To address these issues, this study proposes a lightweight persistent observability framework for
resource-constrained embedded Linux systems. The framework integrates severity-aware
buffering, adaptive persistence, and efficient event summarization to manage runtime logs under
changing system conditions. Severity-aware buffering gives higher retention priority to critical
faults, abnormal state transitions, and diagnosis-related events. Adaptive persistence adjusts
storage behavior according to system load, buffer status, event frequency, and available resources.
Event summarization reduces redundant records while preserving key contextual information
needed for later analysis. Through these mechanisms, the proposed framework aims to reduce
storage writes, memory occupation, and logging overhead without losing important diagnostic
evidence. The purpose of this study is to improve the reliability and maintainability of embedded
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Linux platforms used in AR, wearable, and other resource-limited intelligent devices. By treating
observability as a resource-aware system function, the proposed method supports stable fault
reporting and long-term runtime monitoring under constrained conditions. Experiments on an
ARM-based platform with XR workloads are designed to evaluate write reduction, memory
efficiency, event-retention quality, and long-term observability stability. The significance of this
study lies in providing a practical logging and fault-observation mechanism for embedded systems
that must operate continuously in real deployment environments. It helps preserve key fault
evidence, reduce the operational cost of logging, improve post-event diagnosis, and support more
reliable system maintenance for next-generation wearable and XR devices.
2.Materials and Methods
2.1 Sample and System Description
The experiments were carried out on an ARM-based embedded Linux platform for XR tasks. The
device uses a quad-core processor (1.8 GHz), 2 GB RAM, and 32 GB eMMC storage. The system
runs Linux kernel 5.x with standard drivers and middleware for sensors, rendering, and network
functions. Log data were collected during 120 hours of continuous operation. About 28 million
log entries were generated under mixed workloads, including sensor processing, rendering, and
data transmission. This setup reflects a typical embedded system with limited memory and storage.
2.2 Experimental Design and Control Setup
Two logging methods were tested: a conventional method and the proposed method. The
conventional method uses fixed buffering and direct storage writes. The proposed method uses
severity-based buffering, adaptive write control, and event summarization. Both methods were
tested under the same hardware and workload conditions. Stress tests were also performed by
injecting 520 fault events, including memory load, I/O pressure, and process failures. This design
supports a clear comparison under normal and fault conditions.
2.3 Measurement Methods and Quality Control
System data were collected using built-in tools and added monitoring at kernel and user levels.
The main metrics include storage write volume, memory usage, I/O delay, and event retention rate.
All'logs were time-aligned to keep consistency across modules. Each test was repeated three times.
Extreme values were removed using the 3o rule. The system clock was checked before each run
to keep timing accurate. These steps ensure stable and repeatable results.
2.4 Data Processing and Model Formulation
Log data were grouped into fixed time windows for analysis. Storage writes W and memory use
M were calculated over time. The retention rate of key events R, was defined as:
_Nretained
¢ Ntotal
A linear model was used to describe the relation between workload and resource use:
Y=0+pX+e
Here, Y is resource use, X is workload level, and a, B are model terms. Data analysis was
completed with standard statistical tools.
2.5 Evaluation Metrics and Analysis Criteria
Performance was measured by storage write reduction, memory reduction, I/O delay, and event
retention rate. Reduction ratios were computed by comparing the two methods. Statistical tests
were conducted at a 95% confidence level. System stability was also checked during long runs and
fault tests. The method was considered effective if it reduced resource use while keeping high
event retention.
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3.Results and Discussion

3.1 Resource Reduction Under Long-Term Workloads

The proposed method showed stable gains during 120 h of continuous operation. Storage write
volume was reduced by 36.8%, and memory use decreased by 29.4% compared with the baseline
method. These results show that severity-based buffering and adaptive write control can limit
unnecessary persistence without weakening system visibility. As shown in Fig.1, the reduction
comes from the joint effect of event filtering, buffered storage, and delayed writes. This differs
from earlier methods that mainly use fixed buffering or compression. Those methods reduce data
size, but they do not adjust to runtime conditions. In contrast, the present method adapts to system
state and reduces write pressure more effectively [22,23].

Timestamp PID | PPID Syscall / Hook Details
Raw 3:39:50.10 500 | 499 clone Child PID: 501
Logs 3:39:50.12 501 | 500 LSM Hook Intent: /bin/sh
3:39:50.15 501 | 500 execve Result: Success
Semantic Correlation \ @ Reconstruction of Multi-step Workflows
Field Value Summary Alert
Correlated Parent PID: 500
Finding child PID: 501 (/bin/sh) |+ | Process(500) spawned
Observed clone = execve a shell (PID: 501)
LSM Hook

| check for process startup
|security_bprm_check| . - Binary Excution \
— | check for file access
| security_file_open | ®

Y

ﬁ‘ File Reading \

\ Pre-execution Visibility \ @ Captured Metadata (Pre-execution)
/bin/sh, fetc/passwd, O_RDONLY

Fig.1. Comparison of resource use between the proposed method and the baseline logging method during long-
term mixed workloads.

3.2 Retention of Critical Events

The reduction in resource use did not lead to a clear loss of diagnostic information. During crash
tests, the system retained 97.2% of critical events. This result shows that the persistence policy can
keep key information under unstable conditions [24]. In many embedded systems, there is a trade-
off between efficiency and observability. High write rates increase cost, while strict filtering may
remove useful data. The present method handles this trade-off by giving higher priority to severe
events and summarizing low-priority logs. As a result, the system keeps important records while
reducing total data volume.

3.3 Stress-Test Performance and 1/0 Behavior

Stress tests with 520 injected faults showed that the method remained stable and reduced I/O
latency by 22%. Lower write frequency reduced storage pressure and improved system response
under load. In embedded Linux systems, logging overhead becomes more visible during memory
pressure and I/O contention. Direct write methods can delay other tasks under these conditions.
As shown in Fig.2, the proposed method smooths write activity and avoids sharp 1/O peaks. This
behavior supports stable execution during fault conditions and helps maintain continuous
observability [25].
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Fig.2. I/O delay and write patterns under fault conditions for the proposed method and the baseline system.

3.4 Comparison with Existing Studies
Compared with recent work on embedded monitoring and log reduction, this study provides a more
complete system-level evaluation. Many existing methods focus on either log reduction or
monitoring accuracy, but few examine storage cost, memory use, event retention, and fault
behavior together. In addition, this study uses long-duration tests with mixed workloads, which
better reflect real system use. However, the experiments were conducted on one hardware
platform, and the workload mainly reflects XR scenarios. Future work should test other devices
and workload types. Overall, the results show that adaptive persistence is an effective way to
improve observability in resource-limited embedded systems.
4.Conclusion
This study examined persistent observability in embedded Linux systems with limited memory
and storage. A lightweight framework was developed with three parts: severity-based buffering,
adaptive write control, and event summarization. Tests on an ARM-based platform under XR
workloads showed clear improvements. Storage writes and memory use were reduced, while most
critical events were preserved during fault conditions. I/O delay was also reduced under stress.
These results show that persistence behavior can follow event importance and system state, which
helps improve efficiency while keeping key diagnostic data. The main contribution of this work is
the combination of cross-layer monitoring and adaptive persistence. Compared with fixed logging
methods, the proposed approach adjusts its behavior during runtime and keeps useful information
with lower resource cost. This design is suitable for long-running embedded systems where storage
wear and memory limits are key concerns. The framework can be used in other edge devices that
require stable monitoring under resource limits, such as wearable systems, [oT devices, and mobile
platforms. However, the study was carried out on one hardware platform and focused on XR
workloads. The types of injected faults were also limited. Future work should test the method on
different devices and under more varied workloads and fault conditions to confirm its wider use.
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